KARO-ECHO Disaster Communications Plan 
I. Goals: 
Introduction:

To provide skilled amateur radio operators for disaster communications for the El Cerrito and Kensington Communities, and in particular for the Community Emergency Response Teams (CERT), the El Cerrito/Kensington Emergency Operations Center (EOC), the EC Fire Department, Kensington Fire District, and associated relevant disaster services organizations that service the EC/K area such as the Red Cross, Salvation Army, Emergency Medical Clinics/Urgent Care Centers,, Hospitals, County OES, Public Works, Utility companies, and other service agencies for the primary purpose to save lives, alleviate suffering, and promote the general welfare of the people of El Cerrito and Kensington.  

Specifically, KARO-ECHO will attempt to liaison and provide ham radio communications for all the CERT areas, both between CERT areas (inter-area), within the CERT areas (intra-area), and from the CERT Area ICPs to the EOC as our highest priority. Additionally KARO-ECHO will develop a plan to interface with CERT area’s FRS/GMRS inter-block network, train with the FRS/GMRS CERT network, and provide technical guidance; so as to be able to relay disaster communications from within the disaster area to and from the EOC and neighborhoods when requested by the CERT Area Coordinator or his/her designated CERT Area Incident Commander (IC). KARO-ECHO teams will be available to train new FRS/GMRS operators when requested.
Additionally, KARO-ECHO will attempt to provide skilled mobile/portable Mutual Aid Teams (MAT) capable of serving any CERT Area in EC/K and also neighboring EmComm jurisdictional needs when requested. Similarly, KARO-ECHO may need assistance from adjacent Mutual Aid Teams and therefore will liaison with and establish Memorandums of Understanding (MOU) with such adjacent amateur radio EmComm service groups such as Richmond, NALCO Ares/RACES, and CoCo County RACES/ACS. (See the Echo-Karo Field Operations Handbook for further details on Mutual Aid Teams (MAT). 

Specifically, and upon request, KARO-ECHO will provide shadows to disaster relief agents, public works officials, served intra-agency personnel, and provide inter-agency communications to served disaster agencies.

Scope: 

It is KARO-ECHO’s scope of operation to provide communications during disasters within served agencies and intra-agency. This includes ascertaining our clients’ communications’ needs, provide communication planning and counseling, preparing for disaster communications through training, and lastly provide that service when conventional power, internet, cell phone, and conventional modes of communication are either interrupted, overloaded, unreliable, or non-existent. It is not KARO-ECHO’s job to plan served clients disaster planning outside of the scope of communications. 

Training within KARO-ECHO is specifically outlined in detail in the Karo-ECHO Field Operations Handbook based on “best operating practices” which emphasizes accuracy and speed; but never sacrificing accuracy for speed. Our hallmark being accuracy, brevity, clarity, and speed.

II. Activation/Alerting:  
A. Karo-Echo Activation (Internally)

1. Large earthquakes are self-activating. If a significant earthquake is experienced (using the Modified Mercalli Intensity Scale as reference) that indicates a MM 6 or greater all operators will monitor the Karo-Echo primary net frequency (146.415 mHz) and await assignment by the Emergency Coordinator (EC) or Assistant (AEC). If absent, the most experienced first responders shall take over as the Net Control Station (NCS). Hams with dual GMRS-FRS/HAM capabilities should also monitor the designated FRS/GMRS frequencies in their areas for block status.

2. Floods and climate chaos (hurricane/tornado force winds) often may be somewhat self-activating as well. If such conditions are likely, operators are directed to monitor the primary net frequency of 146.415, the designated FRS/GMRS frequencies for their area ICP, and await for status reports and/or assignment. 

3. Chemical spills, fires, terrorist attacks, mudslides, gas-main leaks, tsunami, or other alerts, etc. may occur at any time often without warning; hence, various alternative alerting methods should be prearranged such as Nixle (see www.Nixle.com). Also registering with the Contra Costa County Community Warning System (CWS) (see https://cwsalerts.com ) might be a tertiary adjunct, assuming some cell phone communications via SMS texting are possible. SMS texting is more reliable than cell phone voice comms. For SMS texting to work successfully an updated telephone list should be kept by the Karo-Echo Emergency Coordinator (EC) and shared by at least one Assistant (AEC). An up-to-date email and phone number list should be kept by a designated activator and his/her alternative in order to activate such a list. First Net is a special fast cell phone network available to certified medical first responders. Similarly, the GETS (Government Emergency Telecommunications Service), WPS (Wireless Priority Service), and the TSP (Telecommunications Service Priority) are alternatives available to Federal Disaster Services personnel. See: https://www.dhs.gov/cisa/government-emergency-telecommunications-service-gets 
The EC (Emergency Coordinator) and AECs should have a telephone call list handy to activate radio operators in case of a disaster, which is not self-announcing. 

4. Power Outages: In any case, if the internet, cell phones, telephones, and power are down, one should assume that a disaster situation is probable and monitor the primary designated frequencies. The same is true if we hear sirens other than at 11 AM on Wednesdays. We will assume that all CERT Area Coordinators will be capable of at least FRS communications with an embedded ham radio operator, who is preassigned to each area ICP. 
4a. Self Activation: In the absence of such official alert/activation notifications, but local radio activity reports injury, severe damage, and outage of normal means of communications, and/or if conditions are reported as dire, then the ham radio operator should proceed to their predesignated staging area/gathering point, while simultaneously monitoring 146.415 mHz. Tune in KCBS 106.9 mHz, FM or 740 KHz, AM for a wide area disaster situational report. 
4b. Public Safety Power Shutoffs (PSPS): See: https://psps.ss.pge.com/ .

Our power utility Company (PG&E) has recently instituted power grid shut downs under high wind conditions as a precautionary standard operating procedure if fire conditions (high winds, temperature, and low humidity) are considered dangerous. When the power is down, so are internet modems, the internet service providers, telephone modems, telephone service, and often cell phone towers (many lack reliable back-up power) down or unreliable. Hence, conventional communications become disrupted and undependable. Such conditions, in and by themselves, will in many cases create dangerous emergency situations for the pubic that can be ameliorated via FRS/GMRS and ham radio activation. These controlled power grid shutdowns are new; while their impact upon emergency communication needs to be addressed. As an SOP, KaroEcho members are asked to monitor our primary frequency of 146.415 mHz during PSPS in Kensington and/or El Cerrito in order to provide emergency or welfare assistance to neighborhoods who may need such. This is all the more reason to let your neighbors and neighborhood CERT organizations that you are available as an emergency communications hub. Other frequencies that may warrant monitoring is the National Simplex Calling frequency 146.520 mHz simplex and the 145.110 West County RACES/ACS repeater. 
5. Evacuation Centers and Shelters: Evacuation Centers are temporary emergency gathering areas in case of hazardous material situations, fires, aberrant weather conditions, terrorist attacks, earthquakes, and any of the above. KaroEcho plans to provide radio personnel at evacuation centers and also help coordination communications with more permanent (Red Cross or FEMA) shelters. Where possible will assist reunification processes in evacuation centers and shelters as well as mass care and outgoing health and welfare traffic.
B. Karo-Echo Activation (Externally)

If any of the above situations have occurred and telephone service is disrupted or disabled, the Emergency Coordinator (EC) or assistant (AEC) should send one operator to the EOC to inquire as to their operational needs. Similarly, all disaster locations, served agencies, and/or community organizations should be contacted through previous arrangements to facilitate access and liaison should cell phone, internet, and/or power is down.
In other words, if conventional communications are down, the EOC will have no way of communicating with Karo-Echo hams (and hence the CERT Areas) unless at least one ham operator is present at the EOC. A similar situation would exist at all disaster service agencies who are devoid of conventional comms. 
Similarly, KARO-ECHO will not be able to perform EOC intra-agency backup comms, nor inter-agency backup comms without being activated by the EOC/EMS. Therefore, if conventional comms are down, the EC or the acting Net Control Station should dispatch at least one mobile operator to the EOC in order to ascertain their EMcomm needs.  If the EOC is not standing, then a mobile should be dispatched by the EC, AEC, or NCS to one of the standing Fire Stations or alternative EOCs.

In specific situations BEFORE a disaster strikes and when telephones and email are still working it may be necessary to activate KaroEcho in the advent of a non-self-announcing event, fast moving fire, adverse extreme weather (like prediction of hurricane winds), chemical spills, evacuations, and the like; which are not self-activating events. Therefore, a telephone tree and/or email list should be kept by the EC and the AECs for such situations. 

III. Operations

Disaster Radio Communication’s operations will be implemented in accordance with the direction of the Karo-Echo Emergency Coordinator (EC) or his/her delegate (AEC) and using best practices as outlined in the Karo-Echo Field Operations Handbook, while obeying served agencies protocols and rules. 
All operators should have with them at least the basic go-kit for an 8 hour disaster assignment (see https://drive.google.com/file/d/1PQ5_xwoEVuIQTy3Fir77jQ61cPoPT5-b/view ), which should include picture IDs, clipboard, pencil, spare batteries, transmission line adapters (both female and male SMA, PL-259, N, BNC adapters suitable for one’s radio) and preferably an external portable antenna capability complete with 30’-50’ of coax, matching adapters, portable mast or mounting method.

All operators will first monitor 146.415 mHz simplex after securing the safety of their family and wait for assignment. If preassigned, then embark to your assigned location, while monitoring 146.415 mHz simplex. The KARO-ECHO Emergency Coordinator (EC) or his/her delegate (AEC) is in charge of all KARO-ECHO disaster operations. If such are absent, then the first operator on the 146.415 mHz net should activate the net until relieved by the EC, AECs, or a seasoned Net Control Station (NCS).
The NCS shall keep a written log abbreviating the traffic passed or record the traffic with a voice activated voice recorder. Communication Centers (Communication Hubs) at district ICPs should use form ICS-309* ideally. 

Ideally such hubs would be staffed by 1 ham operator, 1 GMRS CERT operator, a trained CERT Message Center Manager, and 1 CERT scribe (ICS-309*) if staffing permits.   
Note that formal written messages are not needed for most “real time” tactical comms such as: 

Direct conversations between third parties

Life safety matters when timing is critical

Most routine task assignments, dispatches, and completions

Most logistics coordination within KARO-ECHO 
Written traffic is necessary for agencies that require it. The Fire Department/EOC, for the most part, will require written traffic in message form ICS 213 or equivalent.

Karo Echo will: 

Coordinate FRS, GMRS, and Ham frequency use within Kensington and El Cerrito to serve all CERT Areas and augment the El Cerrito/Kensington EMS/OES when requested. 

Run a weekly EmComm Net to augment training and education

Run a monthly meeting to discuss improvements and facilitate training

Publish a monthly Newsletter

Establish a mentoring program to Elmer specific operators. 

Engage in recruitment of new hams and activate a PR program.
Maintain all its equipment by running a regular maintenance logs and ring out of the equipment by testing all locations (antennas, feedline radios, power supplies), and coordinate with all agency facility managers at each site location.

Maintain frequent contact with all served agency representatives/coordinators
Establish a Mutual Aid team (MAT) and Mutual Aid agreements with adjacent RACES/ARES groups

Establish at least one complete portable/mobile VHF/UHF go-kit station capable of emergency power and a portable antenna.
Establish an unpublished Command Channel backup frequency and procedures to be used during disasters. 

Be capable of emergency power (off the grid) communications from any distant points within the EC/K jurisdiction.

IV. Drills and Training:

Karo-Echo will:

Conduct Drills/Tests: Karo-Echo will participate in all City, County, State, Red Cross, or FEMA drills when requested.

Participate in all CERT drills when requested.

Plan its own drills at least twice a year in order to identify weak spots and future developmental needs.
Train in sustained emergency power operations, portable, fixed, and mobile antenna operations, efficient net operations, shadow operations, and efficient written formal traffic handling. 

Operate a weekly on-the-air training net on 146.415 mHz simplex providing training in accordance with “best operating practices”.

Summary: All EmComm ops shall strive to:

Possess a battery/emergency powered AM/FM radio capable of listening to KCBS 106.9 FM/740 AM. 
Leave cell phones charged up and set on 24 hours/day in order to receive SMS alerts.

Have spare flashlights, batteries, and at least ½ tank of gas in their vehicle all times 

Maintain their radios as fully charged and operational. 
Have a go-kit check list and go-kit bag handy. 
Be coordinated with their CERT Area Coordinator as to their own neighborhood action plan. 
Be trained to handle both written and tactical radio communications. 

Be trained in handling formal written traffic.

Be familiar with the Karo-Echo Field Operations Handbook.

Reflect Best Practices procedures 
During an alert, it is essential for all EmComm ops to monitor 146.415 mHz. Additionally monitor your designated FRS/GMRS CERT AREA channel (if so assigned by your CERT area coordinator). Note that most ham UHF radios (70 cm) can be programmed to receive FRS/GMRS frequencies). Check-in to the KARO-ECHO Net when the frequency is clear. If you have emergency traffic, break the net by voicing “EMERGENCY”. NCS will acknowledge and direct you. 
Reserved Frequencies:

146.415 mHz KaroEcho Simplex (Primary)

146.475 mHz (secondary) EC/K CERT allocation by County OES

145.110 mHz West CoCo Cty RACES/EMCOMM repeater (PL 88.5 TX - 600 kHz)
444.275 mHz West CoCo Cty RACES/EMCOMM repeater (PL 88.5 TX + 5. mHz)

145.49, 147.735, 145.410 MHz CoCo Cty OES Martinez (PL 107.2  TX - 600 kHz)

147.060 Bay Area Hospital Net (PL 100 TX + 600) 

442.150 mHz WA6DUR/R Richmond (PL 107.2 TX+5)

146.505 mHz simplex CoCo County OES Martinez

147.450 mHz simplex Richmond

147.495 mHz simplex San Pablo

147.570 CERT Pinole

146.490 Crockett

147.540 Hercules

147.480 Simplex (NALCO ARES/RACES) Berkeley

440.900 mHz (TX +5 PL 131.8) NALCO ARES/RACES

146.880 mHz (repeater TX -600 PL 77) Oakland ARES/RACES

3893 kHz  Contra Costa County RACES (OES Martinez)

3992 kHz, 7230 kHz, and 3987 kHz are California OES - ACS frequencies

147.42 mHz simplex the unofficial national frequency for ARES/American Red Cross
147.57 kHz FM simplex has been adopted in some areas as the ARES/SAR frequency

DIGITAL communications will be on normal established channels selected by the digital operators on duty.

Please see the KaroEcho Simplex Frequency list for alternative simplex frequencies 

NOTE: * ICS 309 is the preferred log form for scribes using FRS/GMRS and Ham radio transactions over that of standard form, ICS-214.(activity log)
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